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Il Totawview

TECHNOLOGIES

What is a Memory Bug?

e A Memory Bug is a mistake in the
management of heap memory

» Failure to check for error conditions
e Leaking: Failure to free memory
» Dangling references: Failure to clear pointers

e Memory Corruption
e Writing to memory not allocated

e Over running array bounds



The Agent and D Totawview
Interposition

TotalView’s HIA resides between
your software and the OS

Process

User Code and Libraries

Heap Interposition

Allocation Deallocation

Table Agent (HIA) Table

TotalView

Malloc API
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TotalView HIA Technology

Advantages of TotalView HIA Technology

o Use it with your existing builds
* No Source Code or Binary Instrumentation
e Programs run nearly full speed
e Low performance overhead
e Low memory overhead
e Efficient memory usage
e Support wide range of platforms and compilers
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.. TOTALVIEW
Memory Debugger Features

e Automatically detect allocation problems

e View the heap

 Leak detection

 Block painting

 Dangling pointer detection
 Deallocation/reallocation notification

e Memory Corruption Detection - Guard Blocks
e Memory Comparisons between processes

e Collaboration features
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Enabling Memory Debugging

Memory Event Notification

X Memory Event Notification

Allocation Failed &n allocation call failed or the address returned is NULL: probahly out of memaory
Double allocation Allocator returned a block already in use: heap may he corrupted

Double free Program attempted to free an already freed hlock

Free interior pointer Program attempted to free a block incorrectly, via an address in the middle of the hlock
Free notification & block for which notification was requested is heing freed

Free unknown hlock iProgram attempted to free an address not in the heap

Guard corruption The guard areas around a block have bheen overwritten, suggesting a bounds error

Invalid aligned allocation requesiProgram supplied an invalid alignment argument to the heap manager
Misaligned allocation Allocator returned a misaligned block: heap may he corrupted
Realloc notification & block for which notification was requested is being reallocated
Realloc unknown hlock Program attempted to reallocate an address not in the heap
Termination notification The target is terminating, memory analysis can he performed
Unknown error Some unknown error has occurred
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Memory Event Details Window

=

—Memaory Blocks

A Program attempted to deallocate an already deallocated hlock

[ = 0x08049858 - 0x08049903 €y

Elock Information
|0x08049858 171 bytes 0x08049903| |0x03049858 171 hytes

Block Information

Status: Deallocated

Status: The memory hlock has an afocaled status.
Flags: Hoarded 9 J

Point of Allocation: Y Function: T¥_STACK_get_backtrace (PC=0x40027e68)
Block Backtrace Information File: fhomesbarryksbld/linux-xB6/interposition/sre/backtracesbackti
Line: 24

Select the desired tab below to see the block allocation or deallocation
hacktrace. Backtrace information may not always be available. Examine the

X Block Flags
Process Window to see the point at which the application stopped due to the

_| Notify when deallocated

event.
Naotify when reallocated B
Backtrace - J i
[ P
1D Function Line # | Source Information —!
= - - T Block Backtrace Infarmation
TY_HEAP_free_interposer 3010  /home/barryk/bld/linux-x36/interpos ERERITEE
free 167 ‘homedbarryk/hld/linux-x86/interpos
n n 3o mmIIE“:'S"r!""k"'t ee_double_freg ID Function Line # | Source Information
__libc_start_main flib/iG86/libc.s0.6
_start /nfs/netapp/uzihomedbarrykitestsirel 4
[ TV_STACK_get_backtrace 24 fhomebarrykbldiinux-x86/interpositio...
- insert_hacktrace 594 fhomesbarryk/hld/linux-x86/interposition/sr...
= check_allocation 1117 /homesbarryk/bld/linux-x86/interposition/sr...
Source | fhome/barrykitests//iree_double_free.c malloc_hody 2122 /homesbaryk/bld/linux-xa6/interpasition/sr..
- . . - - - - TV_HEAP_malloc_interposet2152  /home/barryk/bld/linux-x86/interposition/sr...
30 | printf { "malloced %4d (%#6x) bytes at %p\n", region_size, region_size, s ), malloc 143 thomesbarrykbld/linux-x86/interpositionssr...
31 main 27 free_double_free.c i
32 | / now release the memory */ - " o —=]
33 Source fhomedbarryk/hld/linux-x36/interposition/src/backtracesbacktrace_glibc.c
34 | printf { "free { %p) [correct usage]\n”, s ); H 19 |int
20 | TYV_STACK_get_hacktrace ( void *“pcs, int vector_length )
i 21 | -
- - - Point of Deall " 22 | size_t ret_val; £
el Gl A oiniiotibeatgeation l [Point of Allocation [Point of Deallocation ]

Close I View in Block Properties window Help I Close | Hide Backtrace Information Help
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Heap Graphical View

File Edit View Actions Tools Wndow Help

Process Set ! Configuration | Leak Detection | Heap Status | Memory Usage | Memory Compare |
Process :
Options
o
’V_I Detect Leaks | Relative to Baseline . v Leaked Block -'-I ‘l %l QQ’|
[ filterapp {File: filterapp-2529. mdhg
F's
I
I

Heap Information IBa.cktracelSource | Memory Content |

— Overall Totals fJ— Selected Block IJ— Related Blocks—————
Category | Bytes Property I Value | [I Bytes I Count |
Heap Start Address  0x0066ecd0
[ Allocated 223.98KB End Address 0x0066ecfs 20.50KB 512
| I
— Corrupted Guard Blocks 0 Size 41 0 0
D’| ||| p}- I Deallocated 9.89KB Type Allocated 0 0
_ Generate View ] Guard Blocks 0 Filtered No 0 0
— - = -+ I Hoarded 0 Backtrace 1D 14 0 0
_ =) Graphical View = b} Leaked Unknown Unknown Unknown
| Enable Filtering &
[ omwwe | ] || B P < —)
9 | j y
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Leak Detection

Window  Help

_[_] Configuration I Leak Detection | Heap Status l Memory Usage I Memoary Compare I L e a k D et e Cti o n

— Options
"' Detect Leaks _| Relative to Baseline & |'| Leaked Block —'I ﬂ il | El . Based on Conservative
Garbage Collection

I I I I I I
I I I I I ]
T R R e Can be performed at any
e — — point in runtime
I

e Helps localize leaks in
time

‘

Ll_‘

e Multiple Reports

Heap Information lBacktrace!Source | Memory Content |

(| etz (- Belected Bock | Related Biocks  Backtrace Report

Category | By Froperty I alue |E

Heap Start A... 0x00663330 e Source Code Structure

-0 Allocated 14: End A... 0x006638h3 10.25KB

[»] Corrupted Guard Blocks Size 41 Slocks 0 .

i} I Deallocated ! Type Allocated 0 ° Graphlca"y Memory

- Guard Blocks é Filtered Mo | | 0 kd Location
] Backtr... 14 .4 |

| y
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TOTALVIEW
Dangling Pointer Detection ..

:-i addr - main - 1.1 lniD
File Edit View Tools Window Help
1 =] [SIEN
Expression: addr Address:  Oxbfffd114 |
Type: int * Details... |
Yalue
0x080496d0 (Dangling) - > 0x00000000 (0)

File Edit View Tools Window ﬂelpl
T | FEIEE
Expression: misaddr Address:  Oxbfffd110 [

Type: int * Details... |

Value =
0x080436e4 (Dangling Interior) -> 0x00000000 (0)

11
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Memory Corruption Detection
(Guard Blocks)

¢
\'--._¢L Configuration | Leak Detection | Heap Status |Memory Usage | Memory Compare |
\,:_

o

{ Preceding Block Corrupted Block |FOI|0wing Block I

[=] Guard Blocks _l_":.> | 0x05042025 171bytes 0x0504a0d2| PrOS04a0e5  32bytes  0x0504a107 |
g 1 || Z
on Guard Blocks Sy

Pre-Guard Size: g bytes i’ _:'\_\Li
Pattern: Ox77777777 _f| Ll

3

N Al
Post-Guard Size: |8 bytes = &%
Pattern:  0x999939399 _"l \.‘
Maximum Guard Size: |0 bytes ﬂ

'{ _‘;
A Backtrace [ Source
% Process |Function |Line# |Source Informs | | fhome/barrykifred/hia_events.c
- IJZ'}-'l TuT Al
?=>’ malloc 149 malloc_wrappe | | 102 hreak;
— man—— =106 a_events. JETE
a —libc_start_main libc.s0.6 104 | case notify_guard_corrupti|_J
{l _start hia_events 105
- 106
% 107 /
<
3
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Memory Corruption Report

File Edit View Actions Tools Whndow Help

Process Set || Configuration | Lesk Detection | Heap Status | Memory Usage | Memary Compare |

Process

Preceding Block Corrupted Block | Following Block |
| 0:022b0020 64 bytes  0x022b00ST| | 0:022b0090 64 bytes  0x022b00ct| | 0:022b0100 64 bytes  0:022b013f|
=k

Backtrace/Source I Memory Content |

Backtrace [ Source
- . .
Process | Function | Line # I Source Information | |risgitempiwebcast_demo_filesimemaryimain cxx
| = - @_3
&,I " | malloc 166 malloc_wrappers_dlopen.c 72 Il Use 8 byte pre and post guard size.
Corerate v comupt_date | 76|ma 73 | sze=16;
main 126 maih.cxx
74 |
;| Corrupted Guard Blocks __libc_start_main libc.s0.6
75 Il Allocate some arrays.
. o _start filterapp
_| Enable Filtering & T 10 = (int =) malloc (
77 | w1 = (int *ymalloct size * sizeofi int 3 4
] -
| Generate View | .
IJhome.fchrisg.t’tempMebca.st_clemo_ﬁlestmemorynnain.cxx l
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Memory Comparisons

File Edit View Actions Tools Window Help -i
Process Set [ - ;
13 D'ff!! I' . Configuration | Leak Detection | Heap Status | Memory Usage | Memory Compare |
* [ IVve processes Process |
[}Ea"ef' ‘JUbI fork_loopLinux { ~Data Source——— —Process Comparisons
k_loopLi
C o f‘;ko '70'011:_):““ : 4 allocations + Deallocations | | Session 1: [app(10/10/05 04:53 PM) 1y Reverse
. - . .
ompare processes across T fork_loopLinux O leghs 2 (e Session 2: [filterapp(31163) Pom
L fork_loopLi
CI u Ste r fork_loopLinux Process Bytes Bytes Bytes Count Count Count
fork_loopLinux.2 Session 2 | Session 1 | Difference | Session 2| Session 1 | Difference
L fork_JoopLinw® | E-fiterapp 32540KB 1612 323.03KB| 1560 5 1583
° C th b I s oM IoBPEMIXZT)assB.cnx| 305 00KB 0 305.00KB| 1544 o 15
ompare WI ase Ine p— fork_loopL|>< PID: 31131 as$A.Cx 9.00KB 0 9.00KB 18 0 18,
2 U #r-stl_alloc.h 6.69KB 0 6.69KB 3 0 3
. erapp(311od) B main.cxx 471KB 0 471KB 23 0 23
e See changes between point A - ae) G i ¢ I 3 3
B myClass.cxs 0 1024 -102 0 2 -2
and point B
. s I = -
® C 0 m pa re Wlth saved —Generate View ——————————— Session 1 Source | Session 2 Source
| Source View g [
seSSion | Enable Filtering ﬂ
 Provides memory usage
change from last run ! ) Z
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Memory Usage Statistics

FEile Edit Miew Actions Tools Window Help |

Rrocesste el || Configuration | Leak Detection | Heap Status | Memory Usage IMerr =
Process Al I
®-Parallel Job nbody_tree_ ~ Options Controls

Ll MP|_COMM_WORLD W Text M Heap | Total ¥M 3 |v|
M Data | Stack M Stack VM A

4y Bar (Stacked) 7 |

—  hhody_tree_cr
—  nhody_tree_cr .
—  nbody_tree_cr ]
—  nhody_tree_cr 14-
—  nhody_tree_cr 12-
—  hbody_tree_cr -
104
—  nhody_tree_cr — -
L nhndw tree cn b MB 2
| -
—Generate View
¢ Chart View f
_| Enable Filtering ) | 2 6 4 1 7 5 3 0
T Process (rank)
’ Generate View | ] ~ ii
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Memory Reports

Multiple Reports
 Memory Statistics

e Interactive Graphical Display
e Source Code Display

e Backtrace Display

Allow the user to

e Monitor Program Memory Usage
e Discover Allocation Layout

e Look for Inefficient Allocation

e Look for Memory Leaks

TOTALVIEW

TECHNOLOGIES

E o — - -
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Multi-Process and Multi-Thread

Memory debug many processes at the same time
e MPI
e Client-Server momms s e

° Compare deruary 18, 2007 ManageProcesssandFiles

Other Tasks YOu G Conlrd gour processes o e Tles uing Lhese conlro s
#4d Program
two runs e

Setecl procesess fom the Qs belove 290 uss Ihesa corb-ols Lo charee heir sescul or slzla

 Remote

araliz Inh kg
= [ fork_looniinux

R local anal 2
u u = I i Juoplinux [ lucw 9562 3
app| ications ;o s ; oo :
| ok loopLlinux 110 [ <loca 666
B fork_looolinaa 2 R sl 9865 ]
R

7
=lgCa)-
H o Beet loopLinuxz dacals anm 4 =
n n
applications e lirerion
Setect ey from the sl belos wne ress Unload Lo remove Lhe le from this session,
Akerzpp . NReragp- 2227 akc
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Script Mode - MemScript

e Automation Support

« MemoryScape lets users run tests and check programs for
memory leaks without having to be in front of the program

e Simple command line program called MemScript
e Doesn’t start up the GUI
e Can be run from within a script or test harness

e The user defines

» What configuration options are active
e What thing to look for

e Actions MemoryScape should take for each type of event that

may occur

18



CONTACT US | RESELLERS | CUSTOMER PORTAL | STORE SEARCH 4

l O1 Al_Vl EW SCIENTIFIC& | SOFTWARE DEVELOPERS &
PRODUCTS | TRAINING \ ACADEMIA | CUSTOMERS | ABOUT US
TECHNOLOGIES TECHNICAL | DEVELOPMENT SUPPORT

COMPUTING

Home | Support | TotalView Documentation

e New Features

e Full User Guide

e Reference Guide

e GUI Reference Guide

e Platforms and System Reguirements NEXT STEPS
e Installing TotalView y
e Getting Started l - | Contact Sales

e Using Threads Processes and Threads
e Using the Remote Display Client ﬁ View License Options
e Setting Up a Debugging Session

e Setting Up MPI Debugging Sessions ﬁl
e Setting Up Parallel Debuaaging Sessions ‘ Request Web Demo
N —

e Setting Up tvdsvr

e Command Line Syntax /’ Sign up for The View
e Using TotalView Windows #

e Visualizing Programs and Data

e Debugging Programs

e Examining and Changing Data

e Examining Arrays
e Setting Action Points

e Evaluating Expressions

e Debugging Memory Problems

e Using the CLI
e Creating Type Transformations

©2008 TotalView Technologies - 24 Prime Park Way, Natick, MA 01760 :: (508) 652-7700 | Privacy Statement | Termsof Use | Site Map
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. . . CONTACT US RESELLERS CUSTOMER PORTAL STORE SEARCH >

I O1 ALVI EW SCIENTIFIC& | SOFTWARE DEVELOPERS &
PRODUCTS | TRAINING ACADEMIA | CUSTOMERS | ABOUT US
TECHNDLOGIES TECHNICAL | DEVELOPMENT

COMPUTING

SUPPORT

Developers & Support

Home | Developers & Support | Video Tutorials

Video Tutorials for TotalView, MemoryScape and ReplayEngine

These on demand video tutorials provide you with an easy and efficient way to learn the key capailibilities of

our products. Whether you are currently evaluating TotalView, ReplayEngine or MemoryScape, or are
looking for a brief update on the latest versions, these short videos are an ideal self paced learning tool.

NEXT STEPS

» C/C++ Support

SR
‘ — | Contact Sales
6 MINUTES :

» Deterministic Replay with ReplayEngine
5 MINUTES ﬁ View License Options
» Getting Started with TotalView —
14 MINUTES |g’ Request Web Demo
» Memory Debugging =
S MINUTES

/’ Sign up for The View

» Asynchronous Threads
2 MINUTES

» Threads Navigation
2.5 MINUTES

» Setting Breakpoint Preferences for Threads
2.5 MINUTES

» Viewing Data Across Threads
2.5 MINUTES

» Debugging OpenMP with TotalView
2.5 MINUTES

» Seeing Threads and Process Status
2 MINUTES

On Demand Webinars

» TotalView Technologies ReplayEngine demo
» TotalView Technologies TotalView demo
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TotalView

Remote Display Debugging

Easy, Secure and Fast

21
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Remote Display Client

The Remote Display Client offers users the ability to easily set
up and operate a TotalView debug session that is running on

another system.
TotalView Remote Display has two components:
e a Client, which runs on the remote system

e a Server, which runs on any system supported by TotalView, “invisibly”
manages the connections between the host and client

No license is needed to run the Client.

The Remote Display Client is available for:
e Linux x86
e Linux x86-64
 Windows XP
 Windows Vista

TotalView Remote Display presents a window on your

machine that will display TotalView executing on a remote
system.
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TotalView 8.6
Remote Display Client

For Windows, TotalView provides a Set up Wizard

ﬂ T¥T Remote Display Client Setup

Welcome to the Remote Display
Client Setup Wizard

This wizard will guide you through the installation of the
Remote Display Client.

1t is recommended that you close all other applications
before starting Setup. This will make  possible to update
relavant system files without having to reboot your
computer,

Chick Next to continue,

... TOTALVIEW

FTRUMNOLUBIES

[Next> ][ Cancel ]
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TotalView 8.6
Remote Display Client

 With the Remote Display Client window a user provides the
information necessary for connectivity to the host, and saves

the information in a profile.

 The information includes:
e User name, public key file, or other ssh options
» The directory for TotalView or MemoryScape
* The path name of the executable (full or relative to home directory)
e For indirect connections the client provides for multiple intermediate
host jumps, each by:
 Host Name
» Access type (User name, Public Key file, other SSH)

e Access value
e The Client also provides for submission of jobs to batch
queuing systems PBS Pro and LoadLeveler

24
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TotalView 8.6

’ TV Remote Display Client
Eile Help

TotalView

TECHNOLOGIES

~Session Profiles———— 1, Emer the Remote Host 1o run your debug session:
H X % e Remote Hostlpapua I vI User Name :Ibirrvk |
2. As needed, enter hosts inaccess order to reach the Remote Host:
stovepipe bulld Host Access By Access Value el
* @
1 vl User Name s
x 3| =
2 v I User Name ¥

3. Emer settings for the debug session onthe Remote Host :
TotalView I Mem orvSupﬂ

Path to TotalView on Remote Host: I/hom eftviexporymaryannftoolworkspotalview 8X.5.0-1/bin I

Arguments for TotalView: l I
Your Executable (path & name): |/homebarrykpests/array_with_subLinux

Arguments for Your Executable: Iextend_arrav |

Submit job to Batch Queueing System: PBS Pro I'

4, Enter batch submission settings for the Remote Host :

PBS Submit Command: |qsub I

TotalView PBS Scriptto run: |tv_PBS.csh
Additional PBS Options: I |

[ Launch Debug Session

25

No session running | Vi
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Remote Display

Remote Display

Session Profile Management

Profiles are saved with profile names
Multiple profiles can be generated for various environments
Profiles can be exported and shared

Shared Profile files can be imported and shared by other
users
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Remote Display

Security

Remote Display uses SSH

Remote Display Server allows only RFB (Remote Frame
Buffer) connections to and from the host

No incoming access to the Server is allowed
The Server can only connect back to the Viewer via SSH
Only one Viewer connection is allowed to the Server

As Remote Display connects to systems, the user is
prompted for password information as required

* Note: ssh and X Windows are required
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Thanks!

QUESTIONS?

totalviewtech.com
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