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TotalView 
_________________ 

Memory Debugging
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What is a Memory Bug? 

•  A Memory Bug is a mistake in the 
management of heap memory 

•  Failure to check for error conditions 

•  Leaking: Failure to free memory 

•  Dangling references: Failure to clear pointers 

•  Memory Corruption  

•  Writing to memory not allocated 

•  Over running array bounds 
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The Agent and 
Interposition


Malloc API 

User Code and Libraries 

Process 

TotalView 
Heap Interposition 

Agent (HIA)‏ 
Allocation 

Table 
Deallocation 

Table 

TotalViewʼs HIA resides between 

your software and the OS 
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TotalView HIA Technology 

•  Advantages of TotalView HIA Technology 

•  Use it with your existing builds 
•  No Source Code or Binary Instrumentation 

•  Programs run nearly full speed 
•  Low performance overhead  

•  Low memory overhead 
•  Efficient memory usage  

•  Support wide range of platforms and compilers 
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Memory Debugger Features 

•  Automatically detect allocation problems 

•  View the heap  
•  Leak detection 

•  Block painting 
•  Dangling pointer detection 

•  Deallocation/reallocation notification 

•  Memory Corruption Detection - Guard Blocks 
•  Memory Comparisons between processes 

•  Collaboration features 
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Enabling Memory Debugging 
Memory Event Notification 
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Memory Event Details Window 
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Heap Graphical View 
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Leak Detection 

•  Leak Detection 
•  Based on Conservative 

Garbage Collection 

•  Can be performed at any 
point in runtime 

•  Helps localize leaks in 
time 

•  Multiple Reports 

•  Backtrace Report 

•  Source Code Structure 

•  Graphically Memory 
Location 
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Dangling Pointer Detection 
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Memory Corruption Detection 
(Guard Blocks) 
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Memory Corruption Report 
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Memory Comparisons 

•  “Diff” live processes 

•  Compare processes across 
cluster 

•  Compare with baseline 

•  See changes between point A 
and point B 

•  Compare with saved 
session 

•  Provides memory usage 
change from last run 
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Memory Usage Statistics 
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Memory Reports 

•  Multiple Reports  
•  Memory Statistics 
•  Interactive Graphical Display 
•  Source Code Display 
•  Backtrace Display 

•  Allow the user to 
•  Monitor Program Memory Usage  
•  Discover Allocation Layout 
•  Look for Inefficient Allocation 
•  Look for Memory Leaks 
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Multi-Process and Multi-Thread 

•  Memory debug many processes at the same time 
•  MPI 
•  Client-Server 
•  Fork-Exec 
•  Compare 

two runs 
•  Remote  

applications 
•  Mutli-threaded  

applications 
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Script Mode - MemScript 

•  Automation Support 
•  MemoryScape lets users run tests and check programs for

 memory leaks without having to be in front of the program 
•  Simple command line program called MemScript 

•  Doesn’t start up the GUI 
•  Can be run from within a script or test harness 

•  The user defines 
•  What configuration options are active 
•  What thing to look for 
•  Actions MemoryScape should take for each type of event that

 may occur  
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TotalView Documentation 

--- 
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TotalView Documentation 

--- 



21 21 

TotalView 
_________________ 

Remote Display Debugging 

Easy, Secure and Fast 
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Remote Display Client 

•  The Remote Display Client offers users the ability to easily set 
up and operate a TotalView debug session that is running on 
another system. 

•  TotalView Remote Display has two components:  
•  a Client, which runs on the remote system 
•  a Server, which runs on any system supported by TotalView, “invisibly” 

manages the connections between the host and client 

•  No license is needed to run the Client.  
•  The Remote Display Client is available for: 

•  Linux x86 
•  Linux x86-64 
•  Windows XP 
•  Windows Vista 

•  TotalView Remote Display presents a window on your 
machine that will display TotalView executing on a remote 
system.  
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TotalView 8.6 
Remote Display Client 

For Windows, TotalView provides a Set up Wizard 
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TotalView 8.6 
Remote Display Client 

•  With the Remote Display Client window a user provides the
 information necessary for connectivity to the host, and saves
 the information in a profile. 

•  The information includes: 
•  User name, public key file, or other ssh options 
•  The directory for TotalView or MemoryScape 
•  The path name of the executable (full or relative to home directory) 
•  For indirect connections the client provides for multiple intermediate

 host jumps, each by: 
•  Host Name 
•  Access type (User name, Public Key file, other SSH) 
•  Access value 

•  The Client also provides for submission of jobs to batch
 queuing systems PBS Pro and LoadLeveler 
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TotalView 8.6 
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Remote Display 

Remote Display 

Session Profile Management 

•  Profiles are saved with profile names 

•  Multiple profiles can be generated for various environments 

•  Profiles can be exported and shared 

•  Shared Profile files can be imported and shared by other
 users 
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Remote Display 

Security 

•  Remote Display uses SSH 
•  Remote Display Server allows only RFB (Remote Frame 

Buffer) connections to and from the host 
•  No incoming access to the Server is allowed 
•  The Server can only connect back to the Viewer via SSH  
•  Only one Viewer connection is allowed to the Server 
•  As Remote Display connects to systems, the user is 

prompted for password information as required 
•  Note: ssh and X Windows are required 
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Thanks! 

QUESTIONS? 

totalviewtech.com 


